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Abstract

This paperanalysesone of the mostpopularanorymity providing system,which is called
Mix. The purposeof a Mix is to hide the identity of the participantson the network layer, so
thatno oneexceptthe sendeihimselfknows who his recever is. To presere anorymity asender
doesnot sendhis messageélirectly to therecever but througha Mix, whichthenwill forwardthe
message.

We will shawv thatthereis no absoluteanorymity by presentingwo scenariosith appropri-
ateattaclers. The rst oneassumeshataneavesdroppecanobsere atary pointin the network.
This aconserative view andis addressedy the Disclosureandthe moreprogressie Hitting Set
attackpresentecere. Both of theseapproacheprovide algorithmsto reveal the anorymity of
recipientswith a N P compleity. Also their attemptsto achieve a bettercompleity by using
statisticalanalysiswill bediscussedh this work.

The last scenarioconsidersan adwersary who is restrictedto certainlocal obserationsbe-
tweenMixes. It is a very probableassumptiorfor large networks like the Internetandwas not
so popularuntil the appearancef the Covert Channelanalysis,which is the main focusof this
paper The Covert Channelanalysisstatethat thereis always an unintendednformation o w,
the socalledCovert Channebetweeran obsered personandthe attacler telling if the personis
transmittingor not. The existenceof the channelis dueto a lack of anorymity andthereforeits
capacityis anindirectmeasuremerfor anorymity.
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1 Intr oduction

Today more and more servicesand applicationsare provided to the userthroughnetworks lik e the
Internet. The usageof theseservicesareaficted with therisk of loosing privacy asmostnetwork
protocols(e.g. TCP/IP)arenot designedo provide anorymity. Thereareapplicationge.g. Ethereal
for Linux) free availableto sniff TCP/IPpackagesn orderto gainthe senderandrecever addresses
andthe contents.Thereforeencryptionof messagestill cannotpresere anorymity, asalreadythe
knowledgeof one's communicatiormpartnercould causetroubles. Someexampleswhereanorymity
is of highimportanceareelection,healthcareor freedomof speech.

Therelevanceof privagy entailsquestionsaboutthe securityof the appliedanorymity providing
systems.Someinterestingaspectsarethe kind of informationthat couldleak out of the systemthe
requiredskills of the attaclersandthe compleity of possibleattacks.Onepopularapproacho pro-
vide anorymity is the Mix-system[Cha81]. We will presentattackson it with differentadwersary
models,complities andinformationgains.

To understantheattacksve will describan shortthefunctionsof theMix-systemnext. Messages
transferredn a Mix-systemareall sealedby public keys andwe assumdor thereasorof simplicity
theencryptionto be save. The Mix providesa certaindegreeof Anonymity to its membersbecause
every senderandrecever of a packages within a groupof userswhich is calledthe anonymityset
i.e. ananorymity setis a crowd of userstransmittingrespectrely receving messagesat the same
time. Thusanadwersarycanonly obsere a numberof package®riginatingfrom oneanorymity set
concurrentlygoinginto the Mix andleaving it atthe sametime to join anotheranorymity set. There
is no linking betweenthe incomingan outgoingitemsof a Mix, becauseall packagesare modi ed
andmixedup insidethe Mix. Notethatthe anorymity setdependson the transactiorbehaiours of
the usersandthereforechangedrequently This systemis vulnerableas perfectanorymity is only
givenif thesizeof thesetis staticandtheusersarealwayscommunicatingo eachother whichis not
realisablan reality (becaus®f the hightraf c).

As an attacler is not capableto seethe contentsof the transferrednessageby the assumption
above, the only remainingattacksareto get knowledgesaboutthe communicatiorpartnersandthe
transmissiorbehaiour of the Mix users.We will considertwo differentkind of attaclers,the rst
oneis ableto gainboth of the just mentionednformations,while the seconds only ableto analyse
thetransactiorbehaiour of aperson.

Our adwersarymodelis a passiveoneasopposedo an active one,who canintersectthe system
andmodify messagesT his meanthatthe passve attacler may obsene the origin anddestinatiorof
amessageWe distinguishbetweerthe global passiveadvesary GPA, who canobsenre at any point
in thenetwork andtherestrictedpassiveadvesary RPA with the ability to obsere only certainlinks.

Givena GPA anorymity canbe revealedcompletelyi.e. it is possibleto uncover all communi-
cationpartnersof a sender Hereit is assumedhatthe adwersaryalwaysknows the membersof the
sendingandthereceving anorymity set(but notwhosendgso whom),hencehecanextractanorymity
setsandthecorrespondingransactionsvhich containa certainpersorof interest.Thereforet is stip-
ulatedthatanattacler only considersobsenationscontaininga recever of hisvictim, i.e. theperson



he obsenres. We will introducetwo differentapproachesf NP compleity to revealanorymity by
a GPA, theDisclosureattack|[ KAP02] andthe newer Hitting Setattack[KP03]. The rst attackdis-
closesdisjoint recipientsets,which containreceversof a particularpersonto gainthe recipientset
of this person. While the secondattackinterpretsthe recever setof a victim asthe Hitting Setto
be calculatedn the setof obsenedrecipients.Apart from the differentsolutionconceptsthe most
outstandinglifferencds thatthe Hitting Setapproacmeeddessobsenationsfor a successfuhttack.
But ontheotherhandsearchindor Hitting Setrequireshight CPUpowerandmemoryspace As N P
is not computationafeasiblewe will alsoconsiderthe moreefcient statisticalvariantsof the two
conceptscalledthe StatisticalDisclosurelDan03] andthe StatisticalHitting Setattack. Herereduc-
ing complity is not for free, but at the costof uncertaintyi.e. the statisticalalgorithmssometimes
outputwrongresults.Sofar theseattacksareconsidereaspreviousworks.

It canbeshaowvnthatin contrasto aGPA aRPA hasnopotentialityto realisetheabove approaches,
thereforeattacksor RPAs arerelaxedto thechallengeof learningthetransactiorbehaiour of auser
Theotherway round, it is obviously thatanattackwhichis practicablefor a RPA is alsopracticable
for a GPA. The emphasisof our work lies on describinga particularattack, which is feasiblefor
a RPA, the so called Covert Channelanalysis. This is a presentapproachand assumes sensible
adwersarymodelfor wide spreadnetworks, wherethe locality doesnot allow an attacler to obsere
all pointsin a network. FurthermoreCovert Channelsare objectof informationtheoryand hence
werenot relatedto anorymity evaluationsj.e. it is a new view comprisingmary openquestionsand
knowledge.Accordingto Moskowitz andNewman[MN+03] anobsenedpersonalwaysleaksinfor-
mationof his transactioreventto anadwersaryi.e. anattacler is ableto give a probability thatthis
personis sending.Notethatin this modelthe RFA hasonly knowledgeof the numberof transmitted
packagesand doesnot know directly who is sendingor receving. Hencethe informationabouta
victim's transactioris awed by the otherusers'transmissions,e. ary userwho is sendingcauses
noiseandaggraatesthe attacler's attemptto learnhis victim's behaiour. Whatwe aredescribing
hereis a discretememorylessoisy channelndits’ capacitycanbe evaluatedaccordingto Shannon
[CS48. The capacityis the maximalamountof informations(reducedoy noise)an adwersarycan
learnabouta personpertime unit. We will analysenow the behaiour of the nonvictim usersaffect
this capacity

In thesecondsectionwewill introducethe Mix-systemandits applicationin moredetails.Section
threeandfour dealwith the previousworks, the Disclosureandthe Hitting Setattackswith a GFA.
Thesection ve is our main partdiscussinghe Cover Channelanalysisgivena RPA. This workout
endsup with aconclusionjn which theold andnew approachewill beapprised.

2 The Mix

In theintroductionwe mentionedhatthelink betweertwo peoplecouldberevealedif they commu-
nicatedirectly with eachother The solutionof a Mix-systemis to put a kind of proxy betweerthe
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senderandthe recever which collectsmessagefrom mary usersandthenpassit to the recipients.
Furthermoret containamechanism$o preventtheidenti cation of packagepassedhroughit which
we introducenext.

Messagesrriving at a certaintime unit t in a Mix aremodi ed, sothatno linking betweenthe
incomingandthe outgoingpackagesrepossible.To achieve this goalall messageare rstly to be
setto the samesize(by addingrandombits), secondlycoveredby cryptographyto be differentfrom
theoriginal dataandatlasttheir ordersaremixedat the outputof the Mix (see gure 1).

Userset Userset
Sendesset .
T Recipientset

U;
U
Us X
A[ U9
U,
U,
Unx

Figure 1: Transferof message# a Mix-system: The messages, areencodedwith the Mix's
publickey K andthepublickey K, of thecorrespondingecever U, . All packagesirepaddedo
the samesize. The Mix remaveshis public key by his privatekey (K ,,*) andmixestheinput orders
attheoutput.

2.1 Protocol

Every regular memberwho wantsto senda messagdiasto run a certainprotocol of encryptionto
malke the Mix works properly The commonPublic Key Cryptographyusedin Mix-systemsis the
RSA[DKO02]. Let Alice be asendemho wantsto senda messagen to Bobattheaddres®. Alice,
Bob andthe Mix possesshe following Public- respectiely Private-Keys: (Ka; K1), (Kg;Kg?)
and(Ky ; Kyh).

A messagérom Alice intendedfor Bobis processedasfollow:

Alice: sendK, (r1; Kg(ro; m); B) to theMix wherer, andr, arerandombit stringsto padthe pack-
ages'sizesto auniformsize(othermembersaresupposedo sendtheirmessageanalogously).

Mix: decodedlice'spackagavith his privateKey K ,,* (asit doeswith all otherincomingpackages)
andgets(ry; Kg (ro; m); B). It thenremovesthe randomstringr; andforwardsK g (ro; m) in
acertainorderto Bob after having mixedtheinput orderof this item with the oneof the other
unstripedtems(which arrivedwithin the sametime unit t).
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2.2 Cascade

Oneimaginableattackis thetakeover of aMix by anenemywhichimply theability to traceall pack-
agespassedhroughthis Mix, astherecever addres®f a messageanbeencodedy theMix. The
probability of this jeopardycanbe reduced,f messagesaretransferredroughcascadesf n > 1
Mixes. By this the Mix-systemis still secureaslong asthereis at leastone Mix not collaborating
with anadwersary

Theprotocolwill besimilar exceptthatAlice hasto encodenermessagen recursvely with each

of theMixes'PublicKeys. TheresultingpackagesK v, (rn; :::(rs; Km,(rz2; Km,(r1; Kg (ro; m); B))) ::

whereM,, is the rst Mix next to Alice andM; is thesuccessoof M., fori 2 f0;:::;n 1g. This
itemwill besentto the rst Mix M, which thenwill decryptwith its PrivateKey K ﬁ remover,
andrelaytheresultto be processe@nalogicallyto thesuccessoMix M, ;.

2.3 Communication Model

We will give the basicassumptiongor a usermodelin a Mix-systemwhich is valid for all attacks
presentedh this paper

Perfectuntraceabilitypetweerincomingandoutgoingpackagess providedby the Mix-system.

At eachtimeunitt thereis asetof buserssendingasetof messagedenotedatdh. Thenumber
bis alsocalledbatdc sizeandwe expectto haveusuallyl< b N .

A batchcancontainarecevermorethanonetime, thereforeN© b, whereN %is thecardinality
of thecurrentrecever set.

Every useris allowedto sendat mostonepackagepertime unit .

Alice hasM communicatiorpartnerswvhom shechoosesuniformly. The numberM canbe
estimatecef ciently, thereforeit is assumedo be known by all adwersaries.

All othersendershooseheir communicatiorpartnersuniformly amongall N users.

LIf this conditionis notgiven,a(N 1) intrusionattackwould befeasible,i.e. theadwersarycouldadd(N 1) of
his own packageso theoneof hisvictim. By thistherecever of the obsenedpersornis disclosed.



3 Disclosure attack

In this approachthe attacler Eve is assumedo bea GFA, who hasthe knowledgeof who is sending
andwhois receving a packagan a network, but shecannotlink the senderandthe recever directly

(seegure 2). TheDisclosureattackprovidesadeterministialgorithmto breaktheanorymity system
of Mixes,i.e. it uncoversAlice's communicatiorpartners.This deterministicattackis atthe expense
of aN P time compleity.

Userset Userset
" Sendeset) o
----- )y 'Recipientset,
| | P |
U; = > 1

Ue—'—o—> Mix

Figure2: GPA observingMix-system: Eve hasknowledgeaboutwho is transmittingand who is
receving.

3.1 Algorithm
As Eveis a GPA, shealwaysknowsthereceversU,,;:::; U, of abatchandin particularsheknows
if Alice is oneof thetransmitters We thereforede ne anobservationO = fU,;:::; U, gto bethe

recipientsetof a batchwhichincludesoneof Alice's communicatiorpartnerywhomEve is notable
to identify sofar).

The algorithmconsistsof two parts,the learningphaseandthe excluding phasewhich areboth
describedhext.

Learning phase:
Oi\ O; = ?. Thismeanghathedropsall batchesvhereAlice doesnot participateasa senderRe-

memberthatM is thenumberof Alice's partners As the obsenrationsare pairwisedisjointandeach
of themcontainsoneof Alice's partnerthe unionof thesetscomprisesll of Alice's peerpartners.



Excluding phase:

Alice andhave to bere ned. This canbe doneby takinga new obseration O which intersectswith
exactlyoneof theO;,i.e. O\ O; 6 ? andO\ O; = ? forallj 6 i. This conditionensureshatO
containsexactly oneof Alice's peer namelythe sameoneexistingin O;. There nementof O; is the
smallerrecipientsetO \ O; andit is apparenthatAlice's peeris still insidethis set. The processs

Example 3.1 Thefollowing exampleillustratesthe Disclosue attadk on a setof nine observations
extractedby the attadker. Each setis a subsebf theusersetf 1, ..., 10g andrepresentshereceiver
of a batdch at a certain time unit. The orders of the recipientsetsare accoding to their time of

appeaance In this examplewe set2 and 5 to be Alice's communicatiorpartners, thuswe have
M = 2. Asde ned above eath observationinclude at leastone of Alice's peer(2;5), whomare

markedredin thisexample

£3;5,4,29,17,1;9; 50,10, 4, 29;f 10, 8; 59;f 9; 3; 59; f 6; 3; 29; f 1, 9; 59; f 4; 7; 29; f 3; 1, 8; 59

Learningphase:
In this part we haveto collecttheM disjointobservation®; andO,, becauseM = 2. The r sttwo
disjoint setsare thesecondandthethird one:

0,.=17;1,9,59;, O, =10 4;2g:
Excludingphase:
Nowa new observatiorhasto befound,which is disjointtoM 1 oftheO; fori 2 f 1; 2g.

1) Thefourthsetf 10; 8; 5g is neitherdisjointto O; norto O,, thereforethe r stsetful lling the
conditionaboveis the fth onef9; 3;5g. It is disjointto O, andhencelt is disjointtoM 1
setsO; asin thisexampleM  1isequalto 1. Thedisjunctionf 7;1;9;5g\ f9; 3; 59 leadsto
there ned observationO,, thuswenowhave:

0, =19;5g; O, =110 4, 2g:

2) Consideringthesixthsetf 6; 3; 2g thetwo receives 10 and4 of O, canbeexcludedat once
asf6;3;2g\ f10,4;29= f2g.

0O, =19;5q9; O, =f2g:

Fromthesesetsit is clear that 2 is oneof Alice's peer while the secondpeercouldbe9 or 5.
Theonly setremainingto bere nedis O4, thuswe needa new observationwhich is disjointto
O..



3) Theseventhobservatiorf 1; 9; 5g is disjointto O, but it excludesnothingfromO,, because
f1,9;59\ f9;5g = f9;5q. Finally thelastsetf 3; 1; 8; 59 is feasibleto re ne O,. We gainthe
information

O, =15g; O,=12g

abouttheidentity of Alice's communicatiorpartners.

3.2 Statistical

Accordingto the namethe StatisticalDisclosureattackhasthe samepresumptiongsthe Disclosure
attack. Thereis only the additionalrequirementhatthe batchsizeb s static. It is still designedor
a GPA, who collectsobsenationsasin the Disclosureattack. This conceptpreventsthe expensve
processof disclosuresy consideringhe probability distribution of peerpartners.As eachobsena-
tion includesatleastoneof Alice's peer herpartnershave a characteristidrequencieshanstandout
from all the otherrecipients. Note that we alreadyknow the distributionsof Alice's recipientsand
thatof the othersfor eachbatch,it is givenin thede nition of the Mix modelin section2.3. Hence
this approachprovidesa statisticalmethodto calculateAlice's peerby taking into accountthe just
mentionedoroperties.

The approachs dueto Daneziswho madethe attempt[Dan03 to presenta fasteralgorithmto
revealanorymity sets.Theintentionwaswell achievedby his StatisticalDisclosureattack,but atthe
costof biases.This meanghattheresultsgotfrom hisalgorithmis aficted with acertainprobability
of errors. For a computablenumberof obsenationsthe biasis about5% andcanbe reducedo 1%
by takingabouttwo timesmoreobsenations.

beingAlice’'speer Wede neR' = L iff R = Uy, forany Uy, 2 Raice, becauseachof Alice's part-
neris equallylikely to communicatavith her Otherelementsiot complyingthe conditionaresetto

0, i.e. they have the probability of O to be Alice's partner In our de nition of the Mix-systemwe also
statedthatmembersapartfrom Alice chooseheir recipientsuniformly amongtheN userstherefore

the vectorcontainingthe probability of eachuserin the systemanddueto the uniform distribution
all elementsf thevectorhasthevalueNi. Notethatby corventionthe valueof thei-th elemenin a
vectorcorrespondso the probability of the userU; becominga recever. Furthermoreghe norm;jVj
of avectoris de nedto bethesumof its elements.

This part describeghe approachto gain Alice's communicationpartnersfrom k obsenrations

vectorQ; 2 f0;1gV. An elementcontainingl meanghatthe correspondingiseris receving and0



in the oppositecase.If k is large enoughthefollowing statisticalequatiorholds:

Pn
iz Oi _ RAIice+t§b 1)U (1)
P, o
) Raice = b%‘ (b 1)0: (2)

The last equationstatethat we canapproximatethe distribution of Alice's peersby usingthe right
handsideof (2). Remembethatbis the batchsizeof the Mix andis assumedo be staticasopposed
to the pureDisclosureattack. One canseethat the operationgo gain Alice's peersconsistsof only
somemultiplicationsandadditions which is rathercheapandfastto manage.

4 Hitting Setattack

The Hitting Setattack(HS) developedby Kesdogarand Pimenidis[KP03] is a successoapproach
of the disclosureattack,assuminghe sameGPA. Although solving the Hitting Setis a NP hard
problem thenumberof obsenationsneededo identify all of Alice's peerpartnergurnsoutto beless
thantheformerattackgsee gure 3,4 and5).

setsof cardinalityM , becausdeve is assumedo know the numberof Alice's partners.At this point
an attentve readerwould ask,how we know if asetR 2 RS is Alice's recipientsetor not. The
answerandthe solutionof this questioncanbe foundby consideringhe obsenations.

Remembethatthe obsenationis de ned asin the Disclosureattack,i.e. it alwayscontainsone of
Alice'srecevers.Formally thelastde nition canbedescribeds:

80, 2 OS andOi 2 RS 9Uj 2 R Alice 2 RS : Uj 2 O (3)

Thede nition above providesthekey conditionto revealAlice'speerpartnerslt tellsusthatR 2 RS
is Alice's recipientset,if eachobsenationfrom OS (for all OS) containsat leaston recever from
R. To verify arecipientsetR it is sufcient to considerasmary obsenationsastherearestill other
candidategor the solution.

Let us contemplatean example,wherewe have two candidated®R = Rajice aNdR® 6 Rajice
satisfyingthe condition (1) for the obsenationsetOS. In this caseit is not clearwhetherR or R°
is the right solution, thereforemore obsenationshave to be consideredintil eitherR or R°canbe

suchthatR fulls (1) andR°doesnotful | (1) for OS°or conversely GivenanobsenationsetOS
of sensiblesize,the problemof nding Alice's communicatiorpartnerscanthusbe reducedo the
minimal Hitting Setproblemon OS.
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De nition 4.1 SupposeOS is a collectionof sets. A Hitting Setfor OS is a setH o205 Oi
sudhthatH\ O; 6 ? foreah O; 2 OS. A Hitting Setis minimaliff no propersubseis a Hitting
Set.

Garey andJohnsor{GJ79] provedthe reductionof the Vertex Cover to the Hitting Setproblem. As
Vertex Coveris NP completet impliesthatHitting Setis NP hard,too.

4.1 Algorithm

We now presenthedeterministicalgorithmof theapproachliscusse@bove. Theadwersaryobseres
thetrafc until hegetanobsenationsetOS of sensiblesize. This setcanbechecledfor containment
of aminimal Hitting Setof sizeM (i.e. Alice'srecever set)by thefollowing procedures.

M . It followsthatthecardinalityof Sy is |\N/| . As Sy, containsall setsof sizeM it is obvious
thatR ajice 2 Sy holds.

2) All setR; 2 Sy, areexcludedwhichdo notintersectwith oneof the obserationsfrom OS.

3) Thesolutionis foundif Sy, containsonly on set,namelythe setR yice. Otherwisethe number
of obsenationsis not enoughandthe algorithmhasto berepeatedt step2 with anexpanded
obsenationsetOS, e.g.theadwersaryhasto collectmoreobsenations.

The algorithm was testedfor different parameterdy Kesdogarand Pimenidiswith the focus on
the numberof obsenationsneededfor a successfubttack. They comparedheir resultswith the
former approache®isclosureand StatisticalDisclosureattacksand concludedthat HS needsless
obsenations.ThatmeanghatusingHS anadwersaryneeddesstime to breakthe anorymity system.
The only dravbackof HS is the higherrequiremenif CPU power andspace dueto the intensve
searchingrocessn aspaceof size ,\NA possibleaeceversets.Thefollowing gures (3,4, 5) visualise
theirresults.

Example 4.1 We considerthe observationggivenin the example3.1 and showhow the Hitting Set
attack worksonit. AsM = 2theHSalgorithmwill seach for Hitting Setsof sizetwo. In thisexample
we will startwith the observationsetOS = ff 3;5;4; 2g;f 7;1;9; 5gg andthensuccessivelgxpand
OS accoding to the order of the setsgivenin example3.1, until the numberof Hitting Setsof OS
canbereducedo a uniqueone Theoneremainingwill beR 4ice-

1) The r stobservatiorsetincludesthefollowing setof all possiblecandidategor R jice:
S;=ffijgji6ji2f3,542g]j 21719549,

In this specialcaseall element®of S, are Hitting setsand nothingcanbe excluded.Thealgo-
rithm hasto berestartedat step2 of thealgorithmwith more observations.
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Figure3: Numberof obsenationsasafunctionof therecipientsetsizeM .

2) Thenew observationsetis nowOS = ff 3;5;4;29;17;1,;9;5g;f 10, 4; 2gg. Next the step2
of thealgorithmis executedbnthesetS, fromabove i.e. all recipientsetsare excluded,which
are not Hitting Setsof thenew OS. Thisleadsthesmallersetof candidates

S = ff 2,509;12, 79,12, 19,1 2,99; f 4; 79; f 4; 19; f 4, 9g; f 4; Sgg.

Thee are still to manyHitting Setsandwe haveto replythe sameprocedue with more obser
vations.
3) Theold OS isenlamedto OS = ff 3;5;4,;2g;f7;1;9; 5g; f 10; 4; 2g; f 10; 8; 59g. In step2 of
theHSalgorithmtheitems
f2,79;f2;, 1g;f2,9g; f 4; 79;f 4; 1g; f 4; 99

are dropped,becausehey are not Hitting Setsof the currentOS anymoe. Thisreduceghe
aspirantlist to
S, = ff 2;5q;f4; 599

andagain a new observatiorhasto beaddedto OS to repeatthe process.
4) Asaddingonlyoneobservatiorto OS will notexcludeanything(i.e. S, remainghesame)ve
directly considerthe wider setOS = ff 3;5;4;29;f7;1;9; 5g;f 10, 4; 2g; 9; 3; 5g; f 6; 3; 290.
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Figure4: Numberof obsenationsasa functionof theusersetsizeN .

Here it becomesppaentthatf 4; 59 is nota Hitting Set,becauseeither4 nor 5 is elemenof
thelast setf 6; 3; 2g of OS. Excludingf 4; 5g we nally gettheset

S, = ff 2,599

containinga uniqueelementwhich is Alice's recipientset.

Note that this attackis appliedto the sameobsenationsasthosein the example3.1. Herewe only
neededsix obsenationsto uncover Alice's peers,while the Disclosureattackof 3.1 requirednine
obsenations.Thesetwo examplesre ects thefactthatthe HS approachmeeddessobsenationsfor a
successfuaittackthanthe Disclosureattack.

4.2 Statistical

The pureHS attackis NP completeandthus motivatedto develop a lessexpensve attempt,the so
called StatisticalHitting Setattack(SHS).As the NP compleity of the HS attackis dueto its vast
searchingpaceof ! |, the SHSsimply reduceshe numberof candidate$or beingAlice's receier
setto achieve alower compleity

By our prede nition eachobsenation containsat leastone of Alice's communicationpartner
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Figure5: Numberof obsenationsasafunctionof thebatchsizeh.

hencethe probability of Alice's peerappearingn anobsenationis higherthanthe probability of the
otherrecevers.The SHSattackthereforeappliesa frequeng analysisonthe obsenrationsin orderto

\ . To uncover

Alice's receversthe HS algorithmis executedon the setS , i.e. in step(1) of the algorithmS,, is
substitutedby SY, .

Regrettablythe SHS approachs awedwith uncertaintyandleadsto a wrong result,if Alice's
peersetis not elementof the restrictedsetSy), . But the probability of an error decreasewith the
numberof obsenationsandthusmake SHSstill worthwhile. The designerof this attackstatesthat
for a quantumof feasibleobsenationsthe error canbe 20% but decreaseto 5% if only 15% more
obsenationsareconsidered.

4.3 Re ned Statistical

The Re ned Statisticalattack(HS*) triesto combinethe advantage®of the SHSandthe HS, to gain
a fastand deterministicalgorithm. Thereforeit is basedon the SHS, but includesa procedureto
verify the resultsof SHS to obtain determinism. The veri cation is achieved by the algorithm of
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FredmamandKhachiyan[FK96], which solvesthe problemof booleanduality with time complexity
O(nO(Iog n)).

An obsenationsetOS andtheassumedHitting SetH canbeinterpretedasbooleanformulae.If
theboolearfunctionsOS andH aredual,thenOS is satis ediff H is satis ed,otherwisethereexists
anotherfunctionH® 6 H satisfyingOS. By our de nition anobsenationsetof sufcient sizehas
only oneHitting Set,thusnot dualmeanghatwe needmore obsenationsto be con dent of getting
theright Hitting Set.

TheHS* approactprocesseasfollows:

It createghe obsenationsetOS andappliesthe SHSattackonit to receve theassumedetR
of Alice'speers.

The algorithmof FredmarmandKhachiyangetsthe obsenationsetOS andtherecipientsetR

asinputsandreturnsR if theboolearformulaeof theinputaredual,otherwisét returnsR and
the counterexampleR © (anothersetsatisfyingOS). If only onesetis returnedwe are nish

andR is R a1ice, €lseRis anew candidateo beveri ed in therepeategrocessingvith more
obsenations.

This algorithmhasthe compleity O(n°(°9 ™) andis the bestapproacto reveal peersetsdetermin-
istically in this workout.

5 Covert Channelanalysis

The previous sectiongdiscusseattacksunderthe assumptiorof a GPA whereit waspossibleto re-
vealanorymity completelyat the high costof NP compleity. More ef ciency could be gainedby
including statisticalanalysisandthe uncertaintycausedy the statisticswassufcient small. Alto-
getherwe canconcludethata GFA is very powerful, but it hasto be strongly doubtedwhetherthe
assumptiorof a GFA is sensiblaf the usersof a securitysystemarelocally wide spread.

We now moveto the consideratiorof a RPA, wherecompleteexposures not expectedo be pos-
sible asthe adwersaryhasrestrictedknowledgeaboutthe identity of the transmittersandrecevers.
In contrastto a GPA the RPA cannot overlook the anorymity sets,thus he doesnot know who is
transmittingandwho is receving messagesTlhereforelinking a userto his communicatiorpartners
aspractisedby the attackswith a GPA is not realisable.Herewe have to reduceour pretensiorto
the studyof Alice'stransmissiorbehaiour, i.e. to nd outthenumberof transmissionpertime unit
Alice has.

Let usregardan examplewhy this informationis worth an attack. AssumeRedhatis suspected
to takeover Microsoft, but it is not clearwhetherthis is possible.If Eve canobsenre thatthetrafc
of Microsoftis increasinghighly, shecanfollow thatMicrosoft is transferringits sourcedo Redhat.
HenceEve would becomerich if shebuysRedhatstocksbeforethetakeoveris madepublic.
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For simplicity we assumehattherearetwo Mix es,which hide the sender andthe recever-set,
i.e. theMixesactas re walls. TheRPA Eveis only ableto obsenethetraf c betweerthistwo Mixes,
thusshecanonly countthe numberof packagesransferrecat eachtime unit (see gure 6).

As long asthe batchsizesof transactionwary, thereis alwaysan unintendedandnot avoidable
communicatiorchannelbetweenAlice andEve telling if Alice is sendingpackagesAs otherusers
might alsotransmitat the sametime unit, this channelis distorted.By consideringransmission®f
usersapartfrom Alice asnoise,we obtaina discretememorylesshoisy channelaccordingto Shan-
non [CS48. The Covert Channelanalysisevaluatesthe capacityof this channeldependingon the
numberof usersandAlice's andthe remainders sendingdistribution (see gure 7). The unit of the
capacityis bits pertime unit, i.e. it is maximalamountof informationEve could getaboutAlice at
eachtime unit. If thecapacityis lessthanEve needmoretimeto learnAlice transmissiorprobability.
As Covert Channelexistsdueto thelack of anorymity this approactprovidesanindirectqualitatve
measuremerfor anorymity, i.e. if the cover channekapacityis highthenanorymity is ratherlow.

Figure6: Mix actingas re walls hiding sender andrecever-set

5.1 Channelmodel

In our channelmodelthereis the senderAlice andthe recever Eve. The communicatiorbetween
Alice andEve is noisy, henceEve canonly concludewith a certainprobability if Alice is sending
or not by the information (from Alice andnoises)shereceves. This is differentto the approaches
before,whereEve hadthe knowledgeout who is sendingandwho is receving.

We de ne A to betheRandonmVariablefor Alice's sendingoehaiour with thevaluesO (notsend-
ing) and1 (sending) At eachtime the probability of Alice transferrings 1  x andnottransferrings
x,i.e.P(A=0)=xandP(A=1)=1 x. Thenumberof possibletransmissionsvhich Eve can

theadditionalusersapartfrom Alice.

Note thatthe probability x is what an attacler triesto learn,becausel  x is Alice's transmission
rate. The capacitytells ushow muchtime sheneedgo gainx. We now introducesomede nitions of
the informationtheorywhich arenecessaryo calculatethe capacityof the Covert Channelbetween
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Anonymity-system

A |- e oo - ——E

Clueless

Figure7: CovertChannebetweenAlice andEve with noisecausedy thetransmissionsf Clueless.

Alice andEve. Herecapacityis understoodsthe numberof bits pertime unit transferredrom Alice
bit
sec’

De nition 5.1 Givena discrete RandomVariable X, taking on the valuesx;, i = 1;:::;nyx, the

entropyof X is:
Kx
H(X) = P(X =1i)logP(X =i):

i=1

Theentrofy evaluateghe meanof the unexpectednessf events.In our casethe eventsdescribedy
theRandomVariableX isthenumber of obsenedmessageby Eve(soX = E) andits unexpected-
nesss givenbylogP (X = i). Dueto Shannoraninformationis highly informatwveif its appearance
is very unexpected.Hencethe entropy tells us how informative thetraf c obsenationis, giventhe
distribution for X . Laterwe will seethatthe Covert Channelkapacitycanbe minimised(andby this
theanorymity is maximised)|f thedistribution of E is chosersensibly

De nition 5.2 LetX andY bediscrete Randomvariables,taking on thevaluesx;, i = 1;:::;nx
andy;, i = 1;:::;ny, thentheconditionalentropyof X givenY is de nedas:
Xy Xx
H(XjY) = P(Y =) P(X =jjY =i)logP(X =jjY =i):
i=1 j=1

AssumeEve knows Alice's transmittingbehaiour (thatis thedistribution of A), thenthe conditional
entropy H (EjA) revealstheinformationcontentfor Eve giventhe knowledge.

De nition 5.3 For RandomVariablesX andY de ned as befor, the mutualinformation between

themis:
I(X;Y)=H(X) H(X]jY):
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NotethatH (X) H(XjY)=H(Y) H(X),thereford (X;Y) = I(Y;X) holds.

The mutualinformationis the differenceof the entrofy of X andthe conditionalentrofy of X
givenY andvice versa,i.e. it measureshe reductionof uncertainty Regardingour approactthe
differencedescribeshe amountof informationEve cangaingivenknowledgeaboutY .

De nition 5.4 Givena discrete memorylesshannelwith the transmitters Randomvariable X and
thereceivers Randonvariable Y, the channelcapacityis de nedto be:

C= mxaxfI(X;Y)g;

whele the maximisations over all possibledistributionsfor X .

In ourcaseAlice isthetransmitterandEveis therecever, thereforehecapacityof theCovertChannel
IS
mfle I (A;E)g= mfle H(E) H(EjA)g:

As stipulatedbeforewe hare P(A = 0) = x andP(A = 1) = 1 x. By varyingx all probabilities
of Alice'sinputwill be changedaccordingly sothatthe mutualinformationcanbe maximisedover
X to obtainthe capacity This meanghatthe formulafor the capacitycanbewritten as:

m;axf H(E) H(EjA)g:

In thesectiondelov we will evaluatethecapacityfor thecaseof oneadditionalsendeandgeneralise
theresultfor n additionalusers.

5.2 Alice and oneadditional transmitter

thefollowing transactions:

0: for nooneis transmitting.

1: if Alice doesnottransmitandCluelesgransmit,or Alice transmitandCluelessdoesnottrans-
mit.

2: if bothtransmit.

18



Figure8: Channelransitiondiagramfor oneClueless.

To calculatehecapacitywe needio contemplatehe probability P (E ) andtheconditionalprobability
P(EjA). Thetransitiondiagram( gure 8) below will illustratethe conditionalprobability.

The letterson the arrows arevaluesfor the correspondingonditionalprobability P (EjA). We will
write this informationin a2 3 channelmatrix M,. EachelementM,[i; j] correspondgo the
probabilityP (E = ijA = j).

_ pPqgo
M, = 0
We will seethat = pand = qg. Letc bethe probability of Cluelessnot sendinga package.

ConsideringhecaseP (E = QjJA = 0), it is obviousthatgivenAlice is nottransferringthe only way
for Eve to receve 0 is that Cluelessdoesnot sent. The sameholdsif we hare P(E = 1jA = 1),
which statethat Alice transmitsl andEve receves 1. In both casesCluelessmustsendO, thusit

followsthatP(E = OJA = 0) = P(E = JA = 1) = candp = = c. Analogouslywe get
PE=2A=1)=P(E=17A=0=1 candgq= =1 c=1 p. Fromthesefactsthe
channelmatrix canbesimpli ed to

Pqgo

0 poq

Now we have all necessarparameter$o evaluatethe capacitymaxafH(E) H(E]jA)g. Thecon-
ditional entropy H (EjA) canbe obtainedby the channelmatrix, while to determineH (E) we need
thea-priori probabilityP (E). Usingthe Bayesrule
X
P(E=1i)= P(E=ijA=j)P(A=])
j=0

andthea-posteriorprobabilityfrom the channeimatrix we get

P(E=0) = px+0(1 x)=px
P(E=1) = ox+pl x);
P(E=2) = g1 x):
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RemembethatP (A = 0) = xandP(A = 1) = 1 x wasdeterminedefore.Theentropy of E is
in our case

X

H(E) P(E =i)logP(E = i)
i=0

[pxlogpx + (ox + p(1  x))log(gx + p(1  x)) + (1  x)logg(l x)]

andthe conditionalentrofy evaluatego be
Xt X2
PA=1) P(E=jjA=1i)logP(E =jjA=1):
i=0 j=0
[x(plogp+ glogg+ Olog0)+ (1  x)(0log0+ plogp+ glogq)]
plogp (1 p)logl p)
h(p):

To determinghe capacityC, the mutualinformationl (E; A) hasto be maximised.

H(EJA)

[pxlogpx + (gx + p(1  x)) log(ax + p(1 X)) + q(1 x)loga(l x)] h(p)
m)?xf I (A;E)g

| (E:A)
Cy

di (E A)

Mostkowitz [MN+03] solvedthelastequatlorby consideringhe rst derivative with respect

to X. Thecapacityandthe zero- pomtof areplottedasfunctionsof pin gure 9.

The continuougraphsshavsthe capamtyvaluesfor differenttransactiorprobabilitiesp of Clue-
less. If Cluelessnever transmitsary messageshenit is obvious that the capacityis 1;%0 andEve
receveseitherl for Alice is sendingor O for thereverse.The samecapacityis achievedif Clueless
alwaystransmits thus Eve notice 1 transmissionf Alice doesnot sendand?2 in the oppositecase.
We alsoseethat the capacityfunctionis symmetric. This canbe understoody imaginga channel
with abit errorprobability pe;r biggerthan0:5, thenthe capacityof the channels the sameashaving
thesmallerratel pe,r by invertingall the bits. In our caseof one Cluelessthe minimal capacity
is 0:5 sbétc for high numberof CluelesaVlostkowitz provedthatthe capacitydecreasesloseto 0. The
dottedlinesdepictsthe x valuewhich maximiseshe capacityfor a givenp andwe canobsene that
x is alwaysnotfarefrom 0:5.

Our capacityfunction givesan upperboundon the mutualinformationbetweenAlice and Eve
dependingon the transmittingbehaiour of Clueless. It is anindirect measuremenfor the loss of
anorymity, i.e. anorymity decreasewiith therising of the Covert Channelcapacity Accordingto
Shannorthereexist error correctionalgorithmto reducethe noiseto arny valuebiggerthanO for in-
formationsat a lower ratethanthe capacity This meansthat an adwersaryis ableto decreasg¢he
noisesto a neglectablevalueandto learnx by the rateof the capacity This is rathertheoreticalas
we do notknow how expensve the errorcorrectioncodeis, we only know thatit exists.

We canextracttwo obsenationsfrom the plots above, which alsohold for systemsvithn = 1
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Figure9: Plotsof Covert Channekapacityandof the x valuethatmaximiseshe mutualinformation
asfunctionsof p.

Clueless.

Observations:

Due to the symmetryof the capacitygraph,very little (p big) or very high (p small) trafc
causedy Cluelesdeadsto a higherbit rateof the Covert ChannebetweenrAlice andEve.

The capacityfunctionC(p) is strictly boundedoelow by C(0:5). ThevalueC(0:5) is obtained
by evaluatingthe mutualinformationatx = 0:5.

By observingheCluelessbehaiour Alice cansethertransactiorprobabilityx accordinglyto reduce
the Covert Channelcapacityand hencerising the numberof obsenationsto reveal x. Giventhe
probabilityof Cluelessp sheshouldchoosex differentfrom thevalue,which maximiseghe capacity
thusax faraway from 0:5.

5.3 Alice and n additional transmitter

This situationis analogougo Alice having only one additionaltransmitter We still have the same
valuesfor the probabilitiesP (A = 0) andP (A = 1) asabove. Theonly differenceis that Eve can
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Let usconsidertthe a-posteriorprobability P (EjA) for thetwo casesAlice send) and 1.

Alice sends0:

Let0O k nandEvereceving k packagegthismeansE = k). It followsthattherearek Clueless
sendingandn  k notsendinga messageAs Alice is sendingO it is not possiblefor Eve to receve
k = n+ litems,hencek n holds.

P(E = kjA = 0) = Ep” kg 0 Kk n:

Alice sendsl:
Eve hasto receve atleastonemessagehereforel k n+ 1. If Eve getsk packagestherehave
tobek 1 Cluelesdransmittingandn k + 1 notsendingmessages.

P(E = kjA = 1) = knlpn Kigk 11 Kk n+ L

Theresultingchannematrix

p" np” D p" ¢ i n n+1
0o p" np” g = npd" !

representinghea-posteriorprobabilityis illustratedin gure 10.

A: E:
pn
0 0
1
n
1 n+ 1

Figure10: Channekransitiondiagramfor n Clueless.

Wewill skipthedetailedcalculationof theentropy andtheconditionalentropy. Readersvhoareinter-
estedn moredetailsarereferredto the paperof Moskowitz, Newman,CrepeatandMiller [MN+03].
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Thefollowing equationis theresultfor the mutualinformationfor the caseof n Clueless.

n n )@ n n kK n n k+l1 -k 1
1 (E;A) = xp" logxp" + SR L A e S BV <A
k=1
log x E p" *g+ (1 x) knl p" gt + (1 x)qd"log(l  x)d"
X n .y n iy
+ p" 'q log | P

1=0 !
Determiningthe Covert Channelcapacityfor differentn shows that capacitydecreasesvith the
growth of the numbern of Clueless(see gure 11). As notedin the obsenationsabove, the low-
estcapacitycanbe achived if p = 0:5. Moskowitz [MN+03] even provesthat the lower bound
capacity(thatis capacityevaluatedat p = 0:5) is a monotonicdecreasingunction, which goesto 0
asn goesto in nity . This con rms therelationbetweenCovert Channelandanorymity in thesense
thatthemoreanorymity is providedthelessCovert Channelkapacityexistsin the system.

Figurell: Capacityevaluatedatp = 0:5andp= Oforn = Oton = 25
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This gure 11shovsthemonotonicdecreasingehaiour of thecapacityfunctionfor n in theinterval
betweerD and25 andthe capacitywithout noisealwaystakingthevaluel.

6 Conclusions

This workout discussedhe two adwersarymodel,the GPA andthe RFA. We couldseethata GFA is
ratherpowerful, becausét is possibleto uncover Alice's communicatiorpartners.The deterministic
approachepresentedvere the Disclosureandthe Hitting Setattack. Both of themareNP hard,
thereforetheir statisticalvariantswereintroduced.Although statisticalanalysisare a wed, they are
still worthwhile asthe error ratesareratherlow andcorvergeto O if the numberof obsenationin-
creases.Combiningthe StatisticalHitting setapproachwith a duality checkingalgorithmto verify
theresultwe could evengaina deterministicattackwith acomplexity (O(n°°9M)) lowerthanN P .

The adwantageof the Hitting Setover the Disclosureattacksis the lower numberof necessary
obsenationsfor a successfutun. On the otherhandthe calculationsin the rst approacharemore
extensve thanthe secondone,i.e. thereis a hight usageof CPU power and memoryspacefor the
searchingf Hitting Sets.

As GPAs aretoo mightful thereareresearche®cusingon RPAs andoneof the approachesuit-
ablefor aRFA is the Cover Channelanalysis.It is arathernovel work by theideato link anorymity
with the capacityof Covert Channels.In this modelthe RPA is not ableto identify the transmitters
andrecipients he canonly countthe numberof transmissionsThe Covert Channelanalysisshavs
thatthe obsenationsof the transmissionsfrequenciesaresufcient to gainthe probability of Alice
transmittingor not transmitting.Herethe capacitymeasureshe amountof informationthatcouldbe
learntaboutAlice's probabilityat eachtime unit. If the capacityis hightthananadwersaryneeddess
obsenationto getAlice's probability, thusthe anorymity of the systemis ratherlow.

TheCover Channebnalysisaddstheconsideratiorof a RPA to theexistingapproachefor GFAs.
It is withoutdoubta progressieidea,but it is alsoattheverybeginning. We canevaluatethe capacity
which is only a qualitatve measuremerfor the outlay to evaluateAlice's transmissiorprobability.
Becauséf capacityis reducedy afactorn we canconcludehatn timesmoreobsenationareneeded
to getan successfuattack,but this doesnot naturallyimply thatthe complexity of a prosperousl-
gorithm will only rise to the factorof n. Up to now thereis no analysisavailableto evaluatethe
relationshipbetweenthe decreas®f Cover Channelcapacityandthe rising compleity of anerror
correctionalgorithm.

Apartfrom thisthereareattemptunderdevelopmeniassumingrelaxed RPA, who still doesnot
know who is sendingbut hasknowledgeaboutthe recevers. This conditionwill risethe capacityof
the Covert Channelandhencewill provide bettercompleities.

In generakll approachepresentetherehave onenotneglectableshortcoming.They areall based
on theassumptiorthatthe distributionsof thetransmittersaandthereceversarestatic,i.e. every one
is equallylikely to sendandto receve a messagat ary time. In reality thesedistributionsarerather
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dynamic.It is not known how the compleity of the attackswould changeby Takingthe dynamicof
probabilitiesinto account.
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