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Abstract

This paperanalysesone of the mostpopularanonymity providing system,which is called
Mix. The purposeof a Mix is to hide the identity of the participantson the network layer, so
thatno oneexceptthesenderhimselfknows who his receiver is. To preserve anonymity asender
doesnotsendhismessagedirectly to thereceiver but throughaMix, which thenwill forwardthe
message.

We will show thatthereis no absoluteanonymity by presentingtwo scenarioswith appropri-
ateattackers.The�rst oneassumesthataneavesdroppercanobserve atany point in thenetwork.
This aconservative view andis addressedby theDisclosureandthemoreprogressive Hitting Set
attackpresentedhere. Both of theseapproachesprovide algorithmsto reveal the anonymity of
recipientswith a N P complexity. Also their attemptsto achieve a bettercomplexity by using
statisticalanalysiswill bediscussedin this work.

The last scenarioconsidersan adversary, who is restrictedto certainlocal observationsbe-
tweenMixes. It is a very probableassumptionfor large networks like the Internetandwasnot
so popularuntil the appearanceof theCovert Channelanalysis,which is themain focusof this
paper. The Covert Channelanalysisstatethat thereis alwaysan unintendedinformation �o w,
thesocalledCovert Channelbetweenanobservedpersonandtheattacker telling if thepersonis
transmittingor not. Theexistenceof thechannelis dueto a lack of anonymity andthereforeits
capacityis anindirectmeasurementfor anonymity.
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1 Intr oduction

Todaymoreandmoreservicesandapplicationsareprovided to the userthroughnetworks like the
Internet. The usageof theseservicesareaf�icted with the risk of loosingprivacy asmostnetwork
protocols(e.g.TCP/IP)arenot designedto provide anonymity. Thereareapplications(e.g.Ethereal
for Linux) freeavailableto sniff TCP/IPpackagesin orderto gainthesenderandreceiver addresses
andthe contents.Thereforeencryptionof messagesstill cannotpreserve anonymity, asalreadythe
knowledgeof one's communicationpartnercouldcausetroubles.Someexampleswhereanonymity
is of high importanceareelection,healthcareor freedomof speech.

Therelevanceof privacy entailsquestionsaboutthesecurityof theappliedanonymity providing
systems.Someinterestingaspectsarethekind of informationthatcould leakout of thesystem,the
requiredskills of theattackersandthecomplexity of possibleattacks.Onepopularapproachto pro-
vide anonymity is the Mix-system[Cha81]. We will presentattackson it with differentadversary
models,complexitiesandinformationgains.

Tounderstandtheattackswewill describein shortthefunctionsof theMix-systemnext. Messages
transferredin a Mix-systemareall sealedby public keys andwe assumefor thereasonof simplicity
theencryptionto besave. TheMix providesa certaindegreeof Anonymity to its members,because
every senderandreceiver of a packageis within a groupof userswhich is calledtheanonymityset,
i.e. an anonymity set is a crowd of userstransmittingrespectively receiving messagesat the same
time. Thusanadversarycanonly observe a numberof packagesoriginatingfrom oneanonymity set
concurrentlygoinginto theMix andleaving it at thesametime to join anotheranonymity set.There
is no linking betweenthe incomingan outgoingitemsof a Mix, becauseall packagesaremodi�ed
andmixedup insidetheMix. Notethat theanonymity setdependson the transactionbehavioursof
the usersandthereforechangesfrequently. This systemis vulnerableasperfectanonymity is only
givenif thesizeof thesetis staticandtheusersarealwayscommunicatingto eachother, which is not
realisablein reality (becauseof thehigh traf�c).

As an attacker is not capableto seethe contentsof the transferredmessagesby the assumption
above, theonly remainingattacksareto get knowledgesaboutthecommunicationpartnersandthe
transmissionbehaviour of the Mix users.We will considertwo differentkind of attackers,the �rst
oneis ableto gainbothof the just mentionedinformations,while thesecondis only ableto analyse
thetransactionbehaviour of a person.

Our adversarymodelis a passiveoneasopposedto anactive one,who canintersectthesystem
andmodify messages.This meanthatthepassiveattacker mayobserve theorigin anddestinationof
a message.We distinguishbetweentheglobal passiveadversaryGPA, who canobserveat any point
in thenetwork andtherestrictedpassiveadversaryRPA with theability to observeonly certainlinks.

Givena GPA anonymity canberevealedcompletely, i.e. it is possibleto uncover all communi-
cationpartnersof a sender. Hereit is assumedthat theadversaryalwaysknows themembersof the
sendingandthereceivinganonymity set(butnotwhosendstowhom),hencehecanextractanonymity
setsandthecorrespondingtransactionswhichcontainacertainpersonof interest.Thereforeit is stip-
ulatedthatanattacker only considersobservationscontaininga receiverof his victim, i.e. theperson
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heobserves. We will introducetwo differentapproachesof N P complexity to revealanonymity by
a GPA, theDisclosureattack[KAP02] andthenewer Hitting Setattack[KP03]. The�rst attackdis-
closesdisjoint recipientsets,which containreceiversof a particularpersonto gain the recipientset
of this person.While the secondattackinterpretsthe receiver setof a victim asthe Hitting Set to
becalculatedin thesetof observedrecipients.Apart from thedifferentsolutionconcepts,themost
outstandingdifferenceis thattheHitting Setapproachneedslessobservationsfor asuccessfulattack.
But ontheotherhandsearchingfor Hitting SetrequireshightCPUpowerandmemoryspace.As N P
is not computationalfeasiblewe will alsoconsiderthe moreef�cient statisticalvariantsof the two
conceptscalledtheStatisticalDisclosure[Dan03]andtheStatisticalHitting Setattack.Herereduc-
ing complexity is not for free,but at thecostof uncertainty, i.e. thestatisticalalgorithmssometimes
outputwrongresults.Sofar theseattacksareconsideredaspreviousworks.

It canbeshown thatin contrasttoaGPA aRPA hasnopotentialityto realisetheaboveapproaches,
thereforeattacksfor RPAs arerelaxedto thechallengeof learningthetransactionbehaviour of auser.
Theotherway round,it is obviously thatanattackwhich is practicablefor a RPA is alsopracticable
for a GPA. The emphasisof our work lies on describinga particularattack,which is feasiblefor
a RPA, the so calledCovert Channelanalysis. This is a presentapproachandassumesa sensible
adversarymodelfor wide spreadnetworks,wherethe locality doesnot allow anattacker to observe
all points in a network. FurthermoreCovert Channelsareobjectof information theoryandhence
werenot relatedto anonymity evaluations,i.e. it is a new view comprisingmany openquestionsand
knowledge.Accordingto Moskowitz andNewman[MN+03] anobservedpersonalwaysleaksinfor-
mationof his transactionevent to anadversary, i.e. anattacker is ableto give a probability that this
personis sending.Notethatin this modeltheRPA hasonly knowledgeof thenumberof transmitted
packagesanddoesnot know directly who is sendingor receiving. Hencethe informationabouta
victim's transactionis �a wedby theotherusers'transmissions,i.e. any userwho is sendingcauses
noiseandaggravatestheattacker's attemptto learnhis victim's behaviour. Whatwe aredescribing
hereis a discretememorylessnoisychannelandits' capacitycanbeevaluatedaccordingto Shannon
[CS48]. The capacityis the maximalamountof informations(reducedby noise)an adversarycan
learnabouta personpertime unit. We will analysehow thebehaviour of thenonvictim usersaffect
this capacity.

In thesecondsectionwewill introducetheMix-systemandits applicationin moredetails.Section
threeandfour dealwith thepreviousworks, theDisclosureandtheHitting Setattackswith a GPA.
Thesection� ve is our mainpartdiscussingtheCover Channelanalysisgivena RPA. This workout
endsupwith aconclusion,in which theold andnew approacheswill beapprised.

2 The Mix

In theintroductionwementionedthatthelink betweentwo peoplecouldberevealedif they commu-
nicatedirectly with eachother. Thesolutionof a Mix-systemis to put a kind of proxy betweenthe
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senderandthe receiver which collectsmessagesfrom many usersandthenpassit to the recipients.
Furthermoreit containsmechanismsto preventtheidenti�cation of packagespassedthroughit which
we introducenext.

Messagesarriving at a certaintime unit t in a Mix aremodi�ed, so thatno linking betweenthe
incomingandtheoutgoingpackagesarepossible.To achieve this goalall messagesare�rstly to be
setto thesamesize(by addingrandombits), secondlycoveredby cryptographyto bedifferentfrom
theoriginaldataandat lasttheirordersaremixedat theoutputof theMix (see�gure 1).
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Figure 1: Transferof messagesin a Mix-system: The messagesmUi are encodedwith the Mix' s
public key K M andthepublic key K Uj of thecorrespondingreceiverUj . All packagesarepaddedto
thesamesize. TheMix removeshis public key by his privatekey (K � 1

M ) andmixesthe input orders
at theoutput.

2.1 Protocol

Every regular memberwho wantsto senda messagehasto run a certainprotocolof encryptionto
make the Mix works properly. The commonPublic Key Cryptographyusedin Mix-systemsis the
RSA [DK02]. Let Alice bea senderwho wantsto senda messagem to Bobat theaddressB. Alice,
Bob andthe Mix possessthe following Public- respectively Private-Keys: (K A ; K � 1

A ), (K B ; K � 1
B )

and(K M ; K � 1
M ).

A messagefrom Alice intendedfor Bob is processedasfollow:

Alice: sendsK M (r1; K B (r0; m); B) to theMix wherer 0 andr1 arerandombit stringsto padthepack-
ages'sizesto auniformsize(othermembersaresupposedto sendtheirmessagesanalogously).

Mix: decodesAlice'spackagewith hisprivateKey K � 1
M (asit doeswith all otherincomingpackages)

andgets(r 1; K B (r0; m); B). It thenremovestherandomstringr 1 andforwardsK B (r0; m) in
a certainorderto Bob afterhaving mixedtheinput orderof this item with theoneof theother
unstripeditems(whicharrivedwithin thesametimeunit t).
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2.2 Cascade

Oneimaginableattackis thetakeoverof aMix by anenemywhich imply theability to traceall pack-
agespassedthroughthis Mix, asthereceiver addressof a messagecanbeencodedby theMix. The
probability of this jeopardycanbe reduced,if messagesare transferredtroughcascadesof n > 1
Mixes. By this the Mix-systemis still secureaslong asthereis at leastoneMix not collaborating
with anadversary.

Theprotocolwill besimilarexceptthatAlice hasto encodehermessagem recursively with each
of theMixes'PublicKeys. TheresultingpackageisK M n (rn ; :::(r3; K M 2 (r2; K M 1 (r1; K B (r0; m); B))) :::),
whereM n is the�rst Mix next to Alice andM i is thesuccessorof M i +1 for i 2 f 0; : : : ; n � 1g. This
item will besentto the �rst Mix M n , which thenwill decryptwith its PrivateKey K � 1

M n
, remove r n

andrelaytheresultto beprocessedanalogicallyto thesuccessorMix M n� 1.

2.3 Communication Model

We will give the basicassumptionsfor a usermodelin a Mix-systemwhich is valid for all attacks
presentedin thispaper.

� ThesystemhasN usersU1; U2; : : : ; UN .

� Perfectuntraceabilitybetweenincomingandoutgoingpackagesis providedby theMix-system.

� At eachtimeunit t thereis asetof buserssendingasetof messagesdenotedbatch. Thenumber
b is alsocalledbatch sizeandweexpectto haveusually1 < b � N .

� A batchcancontainareceivermorethanonetime,thereforeN 0 � b, whereN 0 is thecardinality
of thecurrentreceiverset.

� Everyuseris allowedto sendatmostonepackagepertimeunit 1.

� Alice hasM communicationpartnerswhom shechoosesuniformly. The numberM canbe
estimatedef�ciently , thereforeit is assumedto beknown by all adversaries.

� All othersenderschoosetheir communicationpartnersuniformly amongall N users.

1If this conditionis not given,a (N � 1) intrusionattackwould befeasible,i.e. theadversarycouldadd(N � 1) of
his own packagesto theoneof hisvictim. By this thereceiverof theobservedpersonis disclosed.
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3 Disclosureattack

In this approachtheattacker Eve is assumedto bea GPA, who hastheknowledgeof who is sending
andwho is receiving a packagein a network, but shecannotlink thesenderandthereceiver directly
(see�gure 2). TheDisclosureattackprovidesadeterministicalgorithmtobreaktheanonymity system
of Mixes,i.e. it uncoversAlice's communicationpartners.Thisdeterministicattackis at theexpense
of aN P timecomplexity.

PSfragreplacementsUserset Userset

Mix

Eve

Senderset
Recipientset

U7

U6

U2

U12

U9

Figure 2: GPA observingMix-system: Eve hasknowledgeaboutwho is transmittingand who is
receiving.

3.1 Algorithm

As Eve is a GPA, shealwaysknows thereceiversUt1 ; : : : ; Utb of a batchandin particularsheknows
if Alice is oneof thetransmitters.We thereforede�ne anobservationO = f Ut1 ; : : : ; Utbg to bethe
recipientsetof abatchwhich includesoneof Alice'scommunicationpartners(whomEve is notable
to identify sofar).

Thealgorithmconsistsof two parts,the learningphaseandtheexcludingphase,which areboth
describednext.

Learning phase:
The attacker waits until he getsM mutualdisjoint observations(O1; : : : ; OM ), i.e. for all i 6= j
Oi \ Oj = ? . Thismeansthathedropsall batcheswhereAlice doesnotparticipateasa sender. Re-
memberthatM is thenumberof Alice's partners.As theobservationsarepairwisedisjointandeach
of themcontainsoneof Alice'spartner, theunionof thesetscomprisesall of Alice'speerpartners.
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Excluding phase:
Thespecialobservations(O1; : : : ; OM ) from the learningphasecontainrecipientsnot belongingto
Alice andhave to bere�ned. This canbedoneby takinga new observationO which intersectswith
exactly oneof theOi , i.e. O \ Oi 6= ? andO \ Oj = ? for all j 6= i . This conditionensuresthatO
containsexactlyoneof Alice'speer, namelythesameoneexisting in O i . There�nementof Oi is the
smallerrecipientsetO \ Oi andit is apparentthatAlice's peeris still insidethis set.Theprocessis
repeateduntil eachof theO1; : : : ; OM containsexactly onereceiver. It is obviousthattheremaining
receiversfrom O1; : : : ; OM areAlice'scommunicationpartners.

Example 3.1 Thefollowing exampleillustratesthe Disclosure attack on a setof nine observations
extractedby theattacker. Each setis a subsetof theusersetf 1, . . . , 10g andrepresentsthereceiver
of a batch at a certain time unit. The orders of the recipientsetsare according to their time of
appearance. In this examplewe set 2 and 5 to be Alice's communicationpartners, thuswe have
M = 2. As de�ned above each observationincludeat leastoneof Alice's peer (2; 5), whomare
markedredin thisexample.

f 3; 5; 4; 2g; f 7; 1; 9; 5g; f 10; 4; 2g; f 10; 8; 5g; f 9; 3; 5g; f 6; 3; 2g; f 1; 9; 5g; f 4; 7; 2g; f 3; 1; 8; 5g

Learningphase:
In thispart wehaveto collecttheM disjointobservationsO1 andO2, becauseM = 2. The�r st two
disjoint setsare thesecondandthethird one:

O1 = f 7; 1; 9; 5g; O2 = f 10; 4; 2g:

Excludingphase:
Nowa new observationhasto befound,which is disjoint to M � 1 of theO i for i 2 f 1; 2g.

1) Thefourthsetf 10; 8; 5g is neitherdisjoint to O1 nor to O2, therefore the�r stsetful�lling the
conditionabove is the �fth onef 9; 3; 5g. It is disjoint to O2 andhenceit is disjoint to M � 1
setsOi asin this exampleM � 1 is equalto 1. Thedisjunctionf 7; 1; 9; 5g \ f 9; 3; 5g leadsto
there�ned observationO1, thuswenowhave:

O1 = f 9; 5g; O2 = f 10; 4; 2g:

2) Consideringthesixthsetf 6; 3; 2g thetwo receivers 10and4 of O2 canbeexcludedat once,
asf 6; 3; 2g \ f 10; 4; 2g = f 2g.

O1 = f 9; 5g; O2 = f 2g:

Fromthesesetsit is clear that 2 is oneof Alice's peer, while thesecondpeercouldbe9 or 5.
Theonly setremainingto bere�ned is O1, thusweneeda new observationwhich is disjoint to
O2.
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3) Theseventhobservationf 1; 9; 5g is disjoint to O2 but it excludesnothingfromO1, because
f 1; 9; 5g \ f 9; 5g = f 9; 5g. Finally thelast setf 3; 1; 8; 5g is feasibleto re�ne O1. We gain the
information

O1 = f 5g; O2 = f 2g

abouttheidentityof Alice's communicationpartners.

3.2 Statistical

Accordingto thenametheStatisticalDisclosureattackhasthesamepresumptionsastheDisclosure
attack.Thereis only theadditionalrequirementthat thebatchsizeb is static. It is still designedfor
a GPA, who collectsobservationsasin the Disclosureattack. This conceptpreventsthe expensive
processof disclosuresby consideringtheprobabilitydistribution of peerpartners.As eachobserva-
tion includesat leastoneof Alice'speer, herpartnershaveacharacteristicfrequenciesthanstandout
from all the otherrecipients.Note that we alreadyknow the distributionsof Alice's recipientsand
thatof theothersfor eachbatch,it is givenin thede�nition of theMix modelin section2.3. Hence
this approachprovidesa statisticalmethodto calculateAlice's peerby taking into accountthe just
mentionedproperties.

Theapproachis dueto Danezis,who madetheattempt[Dan03] to presenta fasteralgorithmto
revealanonymity sets.Theintentionwaswell achievedby hisStatisticalDisclosureattack,but at the
costof biases.Thismeansthattheresultsgot from hisalgorithmis af�icted with acertainprobability
of errors.For a computablenumberof observationsthebiasis about5% andcanbereducedto 1%
by takingabouttwo timesmoreobservations.

In orderto analysedistributionsAlice's peersR Al ice = f Ui 1 ; : : : ; Ui M g is consideredasa vector
~R Al ice = (R1; : : : ; RN ) of sizeN , in which eachelementR i representstheprobabilityof a userUi

beingAlice'speer. Wede�ne R i = 1
M if f Ri = Uk l for any Uk l 2 R Al ice, becauseeachof Alice'spart-

ner is equallylikely to communicatewith her. Otherelementsnot complyingtheconditionaresetto
0, i.e. they havetheprobabilityof 0 to beAlice'spartner. In ourde�nition of theMix-systemwealso
statedthatmembersapartfrom Alice choosetheir recipientsuniformly amongtheN users,therefore
every userhasthesameprobability to becomea recipient.Thuswe de�ne ~U = (U1; : : : ; UN ) to be
the vectorcontainingthe probabilityof eachuserin the systemanddueto the uniform distribution
all elementsof thevectorhasthevalue 1

N . Notethatby conventionthevalueof thei -th elementin a
vectorcorrespondsto theprobabilityof theuserUi becominga receiver. Furthermorethenormj~Vj
of avectoris de�ned to bethesumof its elements.

This part describesthe approachto gain Alice's communicationpartnersfrom k observations
O1; : : : ; Ok for any largenumberk 2 N . FirsteachobservationOi is convertedto thecorresponding
vector ~Oi 2 f 0; 1gN . An elementcontaining1 meansthat thecorrespondinguseris receiving and0
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in theoppositecase.If k is largeenough,thefollowing statisticalequationholds:
P n

i=1
~Oi

t
=

~RAl ice + (b� 1)~U
b

(1)

) ~RAl ice = b
P n

i=1
~Oi

t
� (b� 1)~U: (2)

The last equationstatethat we canapproximatethe distribution of Alice's peersby usingthe right
handsideof (2). Rememberthatb is thebatchsizeof theMix andis assumedto bestaticasopposed
to thepureDisclosureattack.Onecanseethat theoperationsto gainAlice's peersconsistsof only
somemultiplicationsandadditions,which is rathercheapandfastto manage.

4 Hitting Setattack

The Hitting Setattack(HS) developedby KesdoganandPimenidis[KP03] is a successorapproach
of the disclosureattack,assumingthe sameGPA. Although solving the Hitting Set is a N P hard
problem,thenumberof observationsneededto identify all of Alice'speerpartnersturnsout to beless
thantheformerattacks(see�gure 3, 4 and5).

The ideaof this methodis to �nd Alice's receiver setR Al ice = f Ui 1 ; : : : ; Ui M g in the setof all
possiblerecipientsRS = P(f U1; : : : ; UN g). Notethatthesearchspacecanberestrictedto receiver
setsof cardinalityM , becauseEve is assumedto know thenumberof Alice's partners.At this point
an attentive readerwould ask,how we know if a setR 2 RS is Alice's recipientsetor not. The
answerandthesolutionof thisquestioncanbefoundby consideringtheobservations.

Wede�ne OS = fO 1; : : : ; Okg asasetof observations,which Evecollectsduringa timeperiod.
Rememberthat theobservation is de�ned asin theDisclosureattack,i.e. it alwayscontainsoneof
Alice's receivers.Formally thelastde�nition canbedescribedas:

8Oi 2 OS andOi 2 RS 9Uj 2 R Al ice 2 RS : Uj 2 Oi (3)

Thede�nition aboveprovidesthekey conditionto revealAlice'speerpartners.It tellsusthatR 2 RS
is Alice's recipientset,if eachobservation from OS (for all OS) containsat leaston receiver from
R. To verify a recipientsetR it is suf�cient to considerasmany observationsastherearestill other
candidatesfor thesolution.

Let us contemplatean example,wherewe have two candidatesR = R Al ice andR 0 6= R Al ice

satisfyingthecondition(1) for theobservationsetOS. In this caseit is not clearwhetherR or R 0

is the right solution,thereforemoreobservationshave to be considereduntil eitherR or R 0 canbe
excluded.Thismeansthatwehave to �nd anexpandedobservationsetOS0 = OS [ fO 10; : : : ; Ok0g
suchthatR ful�ls (1) andR 0 doesnot ful�l (1) for OS0 or conversely. GivenanobservationsetOS
of sensiblesize,the problemof �nding Alice's communicationpartnerscanthusbe reducedto the
minimalHitting SetproblemonOS.
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De�nition 4.1 SupposeOS is a collectionof sets. A Hitting Setfor OS is a setH �
S

O i 2O S Oi

such that H \ Oi 6= ? for each Oi 2 OS. A Hitting Setis minimal iff no propersubsetis a Hitting
Set.

Garey andJohnson[GJ79]provedthereductionof theVertex Cover to theHitting Setproblem.As
Vertex Cover is N P completeit impliesthatHitting Setis N P hard,too.

4.1 Algorithm

Wenow presentthedeterministicalgorithmof theapproachdiscussedabove.Theadversaryobserves
thetraf�c until hegetanobservationsetOS of sensiblesize.Thissetcanbecheckedfor containment
of aminimal Hitting Setof sizeM (i.e. Alice's receiverset)by thefollowing procedures.

1) Theattacker createsthesetSM = fR 1; : : : ; R kg of all possiblereceiver setsR i , with jR i j =
M . It followsthatthecardinalityof SM is

� N
M

�
. As SM containsall setsof sizeM it is obvious

thatR Al ice 2 SM holds.

2) All setR i 2 SM areexcludedwhich donot intersectwith oneof theobservationsfrom OS.

3) Thesolutionis foundif SM containsonly on set,namelythesetRAl ice. Otherwisethenumber
of observationsis not enoughandthealgorithmhasto berepeatedat step2 with anexpanded
observationsetOS, e.g.theadversaryhasto collectmoreobservations.

The algorithm was testedfor different parametersby Kesdoganand Pimenidiswith the focus on
the numberof observationsneededfor a successfulattack. They comparedtheir resultswith the
former approachesDisclosureandStatisticalDisclosureattacksandconcludedthat HS needsless
observations.ThatmeansthatusingHSanadversaryneedslesstime to breaktheanonymity system.
The only drawbackof HS is the higherrequirementof CPU power andspace,dueto the intensive
searchingprocessin aspaceof size

� N
M

�
possiblereceiversets.Thefollowing �gures (3,4,5) visualise

their results.

Example 4.1 We considerthe observationsgivenin the example3.1 and showhow the Hitting Set
attack worksonit. AsM = 2 theHSalgorithmwill search for Hitting Setsof sizetwo. In thisexample
wewill start with theobservationsetOS = ff 3; 5; 4; 2g; f 7; 1; 9; 5gg andthensuccessivelyexpand
OS according to theorder of thesetsgivenin example3.1, until thenumberof Hitting Setsof OS
canbereducedto a uniqueone. Theoneremainingwill beR Al ice.

1) The�r stobservationsetincludesthefollowingsetof all possiblecandidatesfor R Al ice:

S2 = ff i; j gji 6= j; i 2 f 3; 5; 4; 2g; j 2 f 7; 1; 9; 5gg;

In this specialcaseall elementsof S2 are Hitting setsandnothingcanbeexcluded.Thealgo-
rithm hasto berestartedat step2 of thealgorithmwith moreobservations.
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2) Thenew observationsetis nowOS = ff 3; 5; 4; 2g; f 7; 1; 9; 5g; f 10; 4; 2gg. Next thestep2
of thealgorithmis executedon thesetS2 fromabove, i.e. all recipientsetsareexcluded,which
arenot Hitting Setsof thenew OS. Thisleadsthesmallersetof candidates

S2 = ff 2; 5g; f 2; 7g; f 2; 1g; f 2; 9g; f 4; 7g; f 4; 1g; f 4; 9g; f 4; 5gg:

There are still to manyHitting Setsandwehaveto replythesameprocedure with more obser-
vations.

3) Theold OS is enlargedto OS = ff 3; 5; 4; 2g; f 7; 1; 9; 5g; f 10; 4; 2g; f 10; 8; 5gg. In step2 of
theHSalgorithmtheitems

f 2; 7g; f 2; 1g; f 2; 9g; f 4; 7g; f 4; 1g; f 4; 9g

are dropped,becausethey are not Hitting Setsof the current OS anymore. This reducesthe
aspirant list to

S2 = ff 2; 5g; f 4; 5gg

andagaina new observationhasto beaddedto OS to repeattheprocess.

4) Asaddingonlyoneobservationto OS will notexcludeanything(i.e. S2 remainsthesame)we
directly considerthe wider setOS = ff 3; 5; 4; 2g; f 7; 1; 9; 5g; f 10; 4; 2g; f 9; 3; 5g; f 6; 3; 2gg.
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Figure4: Numberof observationsasa functionof theusersetsizeN .

Here it becomesapparentthat f 4; 5g is not a Hitting Set,becauseneither4 nor 5 is elementof
thelast setf 6; 3; 2g of OS. Excludingf 4; 5g we�nally get theset

S2 = ff 2; 5gg

containinga uniqueelement,which is Alice's recipientset.

Note that this attackis appliedto thesameobservationsasthosein theexample3.1. Herewe only
neededsix observationsto uncover Alice's peers,while the Disclosureattackof 3.1 requirednine
observations.Thesetwo examplesre�ects thefactthattheHSapproachneedslessobservationsfor a
successfulattackthantheDisclosureattack.

4.2 Statistical

ThepureHS attackis N P completeandthusmotivatedto developa lessexpensive attempt,theso
calledStatisticalHitting Setattack(SHS).As theN P complexity of theHS attackis dueto its vast
searchingspaceof

� N
M

�
, theSHSsimply reducesthenumberof candidatesfor beingAlice's receiver

setto achievea lowercomplexity
By our prede�nition eachobservation containsat leastone of Alice's communicationpartner,
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Figure5: Numberof observationsasa functionof thebatchsizeb.

hencetheprobabilityof Alice'speerappearingin anobservationis higherthantheprobabilityof the
otherreceivers.TheSHSattackthereforeappliesa frequency analysison theobservationsin orderto
obtaina setS0

M = fR 1; : : : ; R kg of themostfrequentrecipients.Herethecardinalityof eachsetR i

is M andfor i < j theprobabilityof R i is higherthantheprobabilityof R j . Now our new search
spacefor theHitting Setis fR 1; : : : ; R kg andits' sizek is only a small fractionof

� N
M

�
. To uncover

Alice's receiverstheHS algorithmis executedon thesetS0
M , i.e. in step(1) of thealgorithmSM is

substitutedby S0
M .

Regrettablythe SHSapproachis �a wed with uncertaintyandleadsto a wrong result,if Alice's
peerset is not elementof the restrictedsetS0

M . But the probability of an error decreaseswith the
numberof observationsandthusmake SHSstill worthwhile. Thedesignerof this attackstatesthat
for a quantumof feasibleobservationstheerrorcanbe20%but decreasesto 5% if only 15%more
observationsareconsidered.

4.3 Re�ned Statistical

TheRe�ned Statisticalattack(HS*) triesto combinetheadvantagesof theSHSandtheHS, to gain
a fast anddeterministicalgorithm. Thereforeit is basedon the SHS,but includesa procedureto
verify the resultsof SHS to obtaindeterminism. The veri�cation is achieved by the algorithmof
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FredmanandKhachiyan[FK96], which solvestheproblemof booleanduality with time complexity
O(nO(log n)).

An observationsetOS andtheassumedHitting SetH canbeinterpretedasbooleanformulae.If
thebooleanfunctionsOS andH aredual,thenOS is satis�edif f H is satis�ed,otherwisethereexists
anotherfunctionH 0 6= H satisfyingOS. By our de�nition an observationsetof suf�cient sizehas
only oneHitting Set,thusnot dualmeansthatwe needmoreobservationsto becon�dent of getting
theright Hitting Set.

TheHS* approachprocessesasfollows:

� It createstheobservationsetOS andappliestheSHSattackon it to receive theassumedsetR
of Alice'speers.

� Thealgorithmof FredmanandKhachiyangetstheobservationsetOS andtherecipientsetR
asinputsandreturnsR if thebooleanformulaeof theinputaredual,otherwiseit returnsR and
the counterexampleR 0 (anothersetsatisfyingOS). If only onesetis returnedwe are�nish
andR is R Al ice, elseR 0 is a new candidateto beveri�ed in therepeatedprocessingwith more
observations.

This algorithmhasthecomplexity O(nO(log n) ) andis thebestapproachto revealpeersetsdetermin-
istically in thisworkout.

5 Covert Channelanalysis

Theprevioussectionsdiscussedattacksundertheassumptionof a GPA whereit waspossibleto re-
vealanonymity completelyat thehigh costof N P complexity. More ef�ciency couldbegainedby
including statisticalanalysisandtheuncertaintycausedby thestatisticswassuf�cient small. Alto-
getherwe canconcludethat a GPA is very powerful, but it hasto be stronglydoubtedwhetherthe
assumptionof aGPA is sensibleif theusersof a securitysystemarelocally wide spread.

Wenow moveto theconsiderationof aRPA, wherecompleteexposureis notexpectedto bepos-
sible asthe adversaryhasrestrictedknowledgeaboutthe identity of the transmittersandreceivers.
In contrastto a GPA the RPA cannot overlook the anonymity sets,thushe doesnot know who is
transmittingandwho is receiving messages.Thereforelinking a userto his communicationpartners
aspractisedby the attackswith a GPA is not realisable.Herewe have to reduceour pretensionto
thestudyof Alice's transmissionbehaviour, i.e. to �nd out thenumberof transmissionspertimeunit
Alice has.

Let us regardanexamplewhy this informationis worth anattack. AssumeRedhatis suspected
to takeover Microsoft, but it is not clearwhetherthis is possible.If Eve canobserve that the traf�c
of Microsoft is increasinghighly, shecanfollow thatMicrosoft is transferringits sourcesto Redhat.
HenceEvewouldbecomerich if shebuysRedhatstocksbeforethetakeover is madepublic.
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For simplicity we assumethat therearetwo Mixes,which hide thesender- andthe receiver-set,
i.e. theMixesactas�re walls. TheRPA Eveis only ableto observethetraf�c betweenthistwo Mixes,
thusshecanonly countthenumberof packagestransferredateachtimeunit (see�gure 6).

As long asthebatchsizesof transactionsvary, thereis alwaysanunintendedandnot avoidable
communicationchannelbetweenAlice andEve telling if Alice is sendingpackages.As otherusers
might alsotransmitat thesametime unit, this channelis distorted.By consideringtransmissionsof
usersapartfrom Alice asnoise,we obtaina discretememorylessnoisychannelaccordingto Shan-
non [CS48]. The Covert Channelanalysisevaluatesthe capacityof this channeldependingon the
numberof usersandAlice's andtheremainder's sendingdistribution (see�gure 7). Theunit of the
capacityis bits per time unit, i.e. it is maximalamountof informationEve couldgetaboutAlice at
eachtimeunit. If thecapacityis lessthanEveneedmoretimeto learnAlice transmissionprobability.
As CovertChannelexistsdueto thelack of anonymity this approachprovidesanindirectqualitative
measurementfor anonymity, i.e. if thecoverchannelcapacityis high thenanonymity is ratherlow.

PSfragreplacements

Eve

receiver-setsender-set MixMix

Figure6: Mix actingas�re wallshidingsender- andreceiver-set

5.1 Channelmodel

In our channelmodel thereis the senderAlice andthe receiver Eve. The communicationbetween
Alice andEve is noisy, henceEve canonly concludewith a certainprobability if Alice is sending
or not by the information(from Alice andnoises)shereceives. This is differentto the approaches
before,whereEvehadtheknowledgeout who is sendingandwho is receiving.

Wede�ne A to betheRandomVariablefor Alice'ssendingbehaviour with thevalues0 (notsend-
ing) and1 (sending).At eachtimetheprobabilityof Alice transferringis 1� x andnot transferringis
x, i.e. P(A = 0) = x andP(A = 1) = 1 � x. Thenumberof possibletransmissionswhich Evecan
noticeis modelledby theRandomvariableE with thevalues0; : : : ; n + 1, wheren is thenumberof
theadditionalusersapartfrom Alice.
Note that the probability x is what an attacker tries to learn,because1 � x is Alice's transmission
rate.Thecapacitytellsushow muchtimesheneedsto gainx. Wenow introducesomede�nitions of
the informationtheorywhich arenecessaryto calculatethecapacityof theCovert Channelbetween
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Figure7: CovertChannelbetweenAlice andEvewith noisecausedby thetransmissionsof Clueless.

Alice andEve. Herecapacityis understoodasthenumberof bitspertimeunit transferredfrom Alice
to Eveandit takesvaluesfrom theinterval [0; : : : ; 1] bit

sec.

De�nition 5.1 Givena discreteRandomVariable X , taking on the valuesx i , i = 1; : : : ; nX , the
entropyof X is:

H (X ) = �
nXX

i =1

P(X = i) logP(X = i):

Theentropy evaluatesthemeanof theunexpectednessof events.In our casetheeventsdescribedby
theRandomVariableX is thenumberi of observedmessagesby Eve(soX = E) andits unexpected-
nessis givenby logP(X = i). Dueto Shannonaninformationis highly informativeif its appearance
is very unexpected.Hencethe entropy tells us how informative the traf�c observation is, given the
distribution for X . Laterwe will seethattheCovertChannelcapacitycanbeminimised(andby this
theanonymity is maximised),if thedistributionof E is chosensensibly.

De�nition 5.2 Let X andY be discreteRandomVariables,taking on the valuesx i , i = 1; : : : ; nX

andyi , i = 1; : : : ; nY , thentheconditionalentropyof X givenY is de�nedas:

H (X jY) = �
nYX

i =1

P(Y = i)
nXX

j =1

P(X = j jY = i ) logP(X = j jY = i ):

AssumeEveknowsAlice's transmittingbehaviour (thatis thedistributionof A), thentheconditional
entropy H (EjA) revealstheinformationcontentfor Evegiventheknowledge.

De�nition 5.3 For RandomVariablesX and Y de�ned as before, the mutual informationbetween
themis:

I (X ; Y) = H (X ) � H (X jY):
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NotethatH (X ) � H (X jY) = H (Y) � H (X ), thereforeI (X ; Y) = I (Y; X ) holds.
The mutual informationis the differenceof the entropy of X andthe conditionalentropy of X

given Y andvice versa,i.e. it measuresthe reductionof uncertainty. Regardingour approachthe
differencedescribestheamountof informationEvecangaingivenknowledgeaboutY.

De�nition 5.4 Givena discretememorylesschannelwith the transmitter's RandomVariable X and
thereceiver's RandomVariableY, thechannelcapacityis de�nedto be:

C = max
X

f I (X ; Y)g;

where themaximisationis overall possibledistributionsfor X .

In ourcaseAlice is thetransmitterandEveis thereceiver, thereforethecapacityof theCovertChannel
is

max
A

f I (A; E)g = max
A

f H (E) � H (EjA)g:

As stipulatedbeforewe have P(A = 0) = x andP(A = 1) = 1 � x. By varyingx all probabilities
of Alice's input will bechangedaccordingly, so that themutualinformationcanbemaximisedover
x to obtainthecapacity. Thismeansthattheformulafor thecapacitycanbewrittenas:

max
x

f H (E) � H (EjA)g:

In thesectionsbelow wewill evaluatethecapacityfor thecaseof oneadditionalsenderandgeneralise
theresultfor n additionalusers.

5.2 Alice and oneadditional transmitter

We haven = 1 additionaluser(Clueless),soE cantake thevaluesfrom f 0; : : : ; 2g, whichdescribes
thefollowing transactions:

0: for no oneis transmitting.

1: if Alice doesnot transmitandCluelesstransmit,or Alice transmitandCluelessdoesnot trans-
mit.

2: if bothtransmit.
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Figure8: Channeltransitiondiagramfor oneClueless.

To calculatethecapacityweneedto contemplatetheprobabilityP(E) andtheconditionalprobability
P(EjA). Thetransitiondiagram(�gure 8) below will illustratetheconditionalprobability.
The letterson thearrows arevaluesfor thecorrespondingconditionalprobabilityP(EjA). We will
write this information in a 2 � 3 channelmatrix M 2. EachelementM 2[i; j ] correspondsto the
probabilityP(E = i jA = j ).

M1 =
�

p q 0
0 � �

�

We will seethat � = p and � = q. Let c be the probability of Cluelessnot sendinga package.
ConsideringthecaseP(E = 0jA = 0), it is obviousthatgivenAlice is not transferringtheonly way
for Eve to receive 0 is that Cluelessdoesnot sent. The sameholdsif we have P(E = 1jA = 1),
which statethat Alice transmits1 andEve receives1. In both casesCluelessmustsend0, thus it
follows that P(E = 0jA = 0) = P(E = 1jA = 1) = c andp = � = c. Analogouslywe get
P(E = 2jA = 1) = P(E = 1jA = 0) = 1 � c andq = � = 1 � c = 1 � p. Fromthesefactsthe
channelmatrix canbesimpli�ed to �

p q 0
0 p q

�
:

Now we have all necessaryparametersto evaluatethecapacitymaxA f H (E) � H (EjA)g. Thecon-
ditional entropy H (EjA) canbeobtainedby thechannelmatrix, while to determineH (E) we need
thea-priori probabilityP(E). UsingtheBayesrule

P(E = i) =
1X

j =0

P(E = i jA = j )P(A = j )

andthea-posterioriprobabilityfrom thechannelmatrixweget

P(E = 0) = px + 0(1 � x) = px;

P(E = 1) = qx + p(1 � x);

P(E = 2) = q(1 � x):
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RememberthatP(A = 0) = x andP(A = 1) = 1 � x wasdeterminedbefore.Theentropy of E is
in ourcase

H (E) = �
2X

i =0

P(E = i) logP(E = i)

= � [px logpx + (qx + p(1 � x)) log(qx + p(1 � x)) + q(1 � x) logq(1 � x)]

andtheconditionalentropy evaluatesto be

H (EjA) = �
1X

i =0

P(A = i)
2X

j =0

P(E = j jA = i ) logP(E = j jA = i ):

= � [x(p logp + qlogq+ 0log0) + (1 � x)(0 log0 + plogp + qlogq)]

= � p logp � (1 � p) log(1 � p)

= h(p):

To determinethecapacityC1 themutualinformationI (E; A) hasto bemaximised.

I (E; A) = � [px logpx + (qx + p(1 � x)) log(qx + p(1 � x)) + q(1 � x) logq(1 � x)] � h(p)

C1 = max
x

f I (A; E)g

Mostkowitz [MN+03] solvedthelastequationby consideringthe�rst derivative dI (E ;A )
dx with respect

to x. Thecapacityandthezero-pointof dI
dx areplottedasfunctionsof p in �gure 9.

Thecontinuousgraphsshowsthecapacityvaluesfor differenttransactionprobabilitiesp of Clue-
less. If Cluelessnever transmitsany messagesthenit is obvious that the capacityis 1 bit

sec andEve
receiveseither1 for Alice is sendingor 0 for thereverse.Thesamecapacityis achievedif Clueless
alwaystransmits,thusEve notice1 transmissionif Alice doesnot sendand2 in the oppositecase.
We alsoseethat the capacityfunction is symmetric.This canbe understoodby imaginga channel
with abit errorprobabilityper r biggerthan0:5, thenthecapacityof thechannelis thesameashaving
the smallerrate1 � per r by invertingall thebits. In our caseof oneCluelessthe minimal capacity
is 0:5 bit

sec, for high numberof CluelessMostkowitz provedthatthecapacitydecreasescloseto 0. The
dottedlinesdepictsthex valuewhich maximisesthecapacityfor a givenp andwe canobserve that
x is alwaysnot farefrom 0:5.

Our capacityfunction givesan upperboundon the mutual informationbetweenAlice andEve
dependingon the transmittingbehaviour of Clueless.It is an indirect measurementfor the lossof
anonymity, i.e. anonymity decreaseswith the rising of the Covert Channelcapacity. Accordingto
Shannonthereexist errorcorrectionalgorithmto reducethenoiseto any valuebiggerthan0 for in-
formationsat a lower rate than the capacity. This meansthat an adversaryis able to decreasethe
noisesto a neglectablevalueandto learnx by therateof thecapacity. This is rathertheoreticalas
we donotknow how expensivetheerrorcorrectioncodeis, weonly know thatit exists.

We canextract two observationsfrom the plotsabove, which alsohold for systemswith n � 1
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Figure9: Plotsof CovertChannelcapacityandof thex valuethatmaximisesthemutualinformation
asfunctionsof p.

Clueless.

Observations:

� Due to the symmetryof the capacitygraph,very little (p big) or very high (p small) traf�c
causedby Cluelessleadsto a higherbit rateof theCovertChannelbetweenAlice andEve.

� ThecapacityfunctionC(p) is strictly boundedbelow by C(0:5). ThevalueC(0:5) is obtained
by evaluatingthemutualinformationat x = 0:5.

By observingtheClueless'behaviourAlice cansethertransactionprobabilityx accordinglyto reduce
the Covert Channelcapacityand hencerising the numberof observationsto reveal x. Given the
probabilityof Cluelessp sheshouldchoosex differentfrom thevalue,whichmaximisesthecapacity,
thusa x faraway from 0:5.

5.3 Alice and n additional transmitter

This situationis analogousto Alice having only oneadditionaltransmitter. We still have the same
valuesfor theprobabilitiesP(A = 0) andP(A = 1) asabove. Theonly differenceis thatEve can
receiveup to n + 1 packages,i.e. theRandomVariableE takesvaluesfrom f 0; : : : ; n + 1g.
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Let usconsiderthea-posterioriprobabilityP(EjA) for thetwo casesAlice sends0 and1.

Alice sends0:
Let 0 � k � n andEvereceiving k packages(thismeansE = k). It follows thattherearek Clueless
sendingandn � k not sendinga message.As Alice is sending0 it is not possiblefor Eve to receive
k = n + 1 items,hencek � n holds.

P(E = kjA = 0) =
�

n
k

�
pn� kqk ; 0 � k � n:

Alice sends1:
Evehasto receiveat leastonemessage,therefore1 � k � n + 1. If Evegetsk packages,therehave
to bek � 1 Cluelesstransmittingandn � k + 1 notsendingmessages.

P(E = kjA = 1) =
�

n
k � 1

�
pn� k+1 qk� 1; 1 � k � n + 1:

Theresultingchannelmatrix
�

pn npn� 1
� n

2

�
pn� 2q2 : : : n n + 1

0 pn npn� 1q : : : npqn� 1 qn

�

representingthea-posterioriprobabilityis illustratedin �gure 10.
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Figure10: Channeltransitiondiagramfor n Clueless.

Wewill skipthedetailedcalculationof theentropy andtheconditionalentropy. Readerswhoareinter-
estedin moredetailsarereferredto thepaperof Moskowitz, Newman,CrepeauandMiller [MN+03].
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Thefollowing equationis theresultfor themutualinformationfor thecaseof n Clueless.

I (E; A) = �
�
xpn logxpn +

nX

k=1

�
x
�

n
k

�
pn� kqk + (1 � x)

�
n

k � 1

�
pn� k+1 qk� 1

�

log
�

x
�

n
k

�
pn� kqk + (1 � x)

�
n

k � 1

�
pn� k+1 qk� 1

�
+ (1 � x)qn log(1 � x)qn

�

+
� nX

l=0

��
n
l

�
pn� lql

�
log

� �
n
l

�
pn� lql

�

Determiningthe Covert Channelcapacityfor different n shows that capacitydecreaseswith the
growth of the numbern of Clueless(see�gure 11). As notedin the observationsabove, the low-
est capacitycan be achieved if p = 0:5. Moskowitz [MN+03] even proves that the lower bound
capacity(that is capacityevaluatedat p = 0:5) is a monotonicdecreasingfunction,which goesto 0
asn goesto in�nity . This con�rms therelationbetweenCovert Channelandanonymity in thesense
thatthemoreanonymity is providedthelessCovertChannelcapacityexistsin thesystem.
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Figure11: Capacityevaluatedatp = 0:5 andp = 0 for n = 0 to n = 25.
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This �gure 11showsthemonotonicdecreasingbehaviour of thecapacityfunctionfor n in theinterval
between0 and25andthecapacitywithout noisealwaystakingthevalue1.

6 Conclusions

This workout discussedthetwo adversarymodel,theGPA andtheRPA. We couldseethata GPA is
ratherpowerful, becauseit is possibleto uncoverAlice's communicationpartners.Thedeterministic
approachespresentedwere the Disclosureandthe Hitting Setattack. Both of themareN P hard,
thereforetheir statisticalvariantswereintroduced.Althoughstatisticalanalysisare�a wed,they are
still worthwhileasthe error ratesareratherlow andconverge to 0 if thenumberof observation in-
creases.Combiningthe StatisticalHitting setapproachwith a duality checkingalgorithmto verify
theresultwecouldevengainadeterministicattackwith acomplexity (O(nO(log n) )) lower thanN P.

The advantageof the Hitting Setover the Disclosureattacksis the lower numberof necessary
observationsfor a successfulrun. On theotherhandthecalculationsin the �rst approacharemore
extensive thanthe secondone,i.e. thereis a hight usageof CPU power andmemoryspacefor the
searchingof Hitting Sets.

As GPAs aretoo mightful thereareresearchesfocusingon RPAs andoneof theapproachessuit-
ablefor a RPA is theCover Channelanalysis.It is a rathernovel work by theideato link anonymity
with thecapacityof Covert Channels.In this modeltheRPA is not ableto identify the transmitters
andrecipients,hecanonly countthenumberof transmissions.TheCovert Channelanalysisshows
that theobservationsof the transmissions'frequenciesaresuf�cient to gain theprobabilityof Alice
transmittingor not transmitting.Herethecapacitymeasurestheamountof informationthatcouldbe
learntaboutAlice'sprobabilityateachtimeunit. If thecapacityis hight thananadversaryneedsless
observationto getAlice'sprobability, thustheanonymity of thesystemis ratherlow.

TheCoverChannelanalysisaddstheconsiderationof aRPA to theexistingapproachesfor GPAs.
It is withoutdoubtaprogressiveidea,but it is alsoat theverybeginning.Wecanevaluatethecapacity
which is only a qualitative measurementfor the outlay to evaluateAlice's transmissionprobability.
Becauseif capacityis reducedby afactorn wecanconcludethatn timesmoreobservationareneeded
to getansuccessfulattack,but this doesnot naturallyimply that thecomplexity of a prosperousal-
gorithm will only rise to the factorof n. Up to now thereis no analysisavailable to evaluatethe
relationshipbetweenthe decreaseof Cover Channelcapacityandthe rising complexity of an error
correctionalgorithm.

Apart from this thereareattemptsunderdevelopmentassumingarelaxedRPA, whostill doesnot
know who is sendingbut hasknowledgeaboutthereceivers.This conditionwill risethecapacityof
theCovertChannelandhencewill providebettercomplexities.

In generalall approachespresentedherehaveonenotneglectableshortcoming.They areall based
on theassumptionthatthedistributionsof thetransmittersandthereceiversarestatic,i.e. every one
is equallylikely to sendandto receive a messageat any time. In reality thesedistributionsarerather
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dynamic.It is not known how thecomplexity of theattackswould changeby Takingthedynamicof
probabilitiesinto account.
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